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How Inter.link Can Help

We use our own backbone and multiple scrubbing
centers to offer protection for both small ISPs and
large Enterprises.

O1.
Internally operated
DDoS Service

This is our own, internally built
and operated DDoS service,
that is accessed at low
latency. No GRE tunnels, and
no complex network
reconfigurations required.

02.
Clear Billing

We don’t base billing on
“clean traffic” or “number of
attacks” which you can't
predict or influence. Instead
you only pay for the
features that you need.

03.
Variety of Options

We offer Plus, Premium, and
Enterprise tiers to fit everyone’s
needs. This allows you
everything from a basic
insurance-like option all the way
to always-on Enterprise
protection.

04.
Carrier-grade Network

Inter.link services are delivered

by a global, carrier-grade
platform leveraging a highly
resilient network with end-to-end
automation. You get agility,
performance, scale, security,
programmability, five-nines
reliability, and native visibility with
compromise.

05.
Comprehensive, Flexible
Solutions

The Inter.link connectivity platform
gives you access to a
comprehensive array of flexible
elements allowing you to create
highly customizable topologies for
private backbone, datacenter
interconnect, hybrid and multi-cloud,
IX- and third- party provider
connectivity.



FEATURES

Protcection Layer

Max Attack Bandwidth

Scrubbing Capacity
Scrubbing Center
Protected /24 & /48
Native IPv6 Support
Best Practise Filter
Attack Alerting
Dashboard & Portal
GRE Tunnel Support
Custom Filter
White- & Blacklist
FlowSpec Routes
Pulling of Traffic
Enterprise Reports

Adaptive Mitigation

Setup Fee (Standard)

Monthly Recurring Fee

PLUS
Layer 3-7
1 Tbps
100 Gbps
1 Region
4

check
check
check

check

@ paid option

1T hr/month free
€1 500

€750

PREMIUM
Layer 3-7
2 Thps
250 Gbps
2 Regions
10

check
check
check
check

1

check
check

@ paid option

3hr/month free
€2 000

€2 100

ENTERPRISE
Layer 3-7
S Thps
500 Gbps
3 Regions
20
check
check
check
check
2
check
check
@ paid option
check
check
Unlimited
€2 500

€4 600

Benefits across all tiers

Multiple scrubbing centres in the EU.
Integrated dashboard with automated reports.

Layer3 to Layer6 Protection (Layer7 only for specific
plain-text protocols).

247 proactive mitigation in German and English.
An attractive reseller/partner model.

By creating more specifics, we can pull the traffic
via AS5405.

Up to 1 Tbps+ Clean Traffic Capacity, depending on
Tier

Mitigated vectors:

%

%
%
%

TCP SYN, SYN-ACK, PUSH, RST, and FIN Flood.
UDP, DNS, HTTP, and ICMP Flood.
Session and Fragmentation Attacks

Protocol Violations, Faulty Applications
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What Makes Us Different?

Mitigation Portal

The Inter.link DDoS Mitigation Portal provides
a one-stop location to order and manage
network services. Mitigation, Dashboards,
and Reports can be managed through our
portal.

Segment customers through groups

Assign Zones (protected objects to groups)

Create Mitigation-Policies and re-use them with
templates to be assigned to one or many Individual
Zones or groups.

Granular User-Management applicable on group-
levels

Configure notifications globally (or for each tenant/
group)
Configure reporting (group level)
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Sustainabillity

Inter.link iIs committed to being a leader in
environmental sustainability. This has led us
to already become carbon neutral (with PAS
2060 certification) and achieve B Corporation
status.

Sustainability Policies, Processes, and Training
Automated Measurement of Carbon Footprint
Sustainable Supply Chain

Renewable Electricity in Data Centers

Accountability via Certifications

( INTER.LINK DDOS PROTECTION >

@ Inter.link



Mitigation Centeri!".m;'_imk G ' e

GmbH - Version 9.1.2 Dashboard Search Net Stats Zone Control (Mitigation) Profile
Dashboard

Save Chart Layout New Chart  Current Traffic
Start: 5 minutes ago | End: now

| Unit; .packetsfsecond v
Refresh every 30 seconds

Zone Traffic

attack

42.8 kbits/s

packets/second

0

15:23:30 15:24:00 15:25:00 15:25:30 15:26:00 15:26:30 15:27:00

Victims for the last 30 days Attack for the last 30 days Zones under attack Groups under attack

0 84.1 Gbits 0 0

Recent zones under attack

Group

Latest Attack Start Time Traffic In Traffic Out Traffic Clean




© Zone Server Cluster 1 (Demo) X

C @ QO B8 https://guard.syseleven.net/home/#ZoneMitigationPlace:/zone ©® @ Yo in B e O

—t

. Mltlgatlon center GmbH - Version 9.1.2 Dashboard Search Net Stats Zone Control (Mitigation) Profile

Group 149: Customer 2 (Demo) > Zone 333: Server Cluster 1 (Demo)

Mitigation Status

Traffic Summary

Traffic Summary New Chart Group Reset Save Chart Layout ¢

Traffic Detail

Victim Summary Start: 5 minutes ago End: now Unit: | packets/second v | Update

Top Attacker

Refresh every 30 seconds

New Chart
Top List

Top Application
Top Protocol 4 & &=
Top VLAN

Query Filter List

packets/second

0

Event Log 15:42:00 15:42:30 15:43:00 15:43:30 15:44:00 15:44:30 15:45:00 15:45:30

Mitigation Config
Mitigation Config History

Routing
Rates as of 2024/01/17 15:45:30
All In 7.4 kpps

Victim

All Out 7.4 kpps
All Clean 7.3 kpps

Traffic Detail (for devices >= 8.0.0)

2024/01/17 15:46:59 CET




Victim Address

Attack Type

192
AT3 ACK FLOOD
192

AT5 RST FIN
FLOOD

192

AT5 RST FIN
FLOOD

193
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FLOOD
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Top Attacks by Packet Count
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Monthly Group Report

2023-12-17 13:53:00 UTC to
2024-01-17 13:53:50 UTC

Total Attack
152.1 Mpkts
81.2 Gbits
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24.5 Tbits
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Why Choose Inter.link DDoS Protection?

o Optimised for infrastructure e Predictable costs
and mission critical services (like eCommerce and more) without billing based on unknown factors (minutes or amount of
attacks)
e Build according to your scale - Competition is billing based on clean traffic
for small to large networks and enterprises - At Inter.link billing is based on the "protected prefix size"
e Easy and attractive for resellers (referral and managed) e Accuracy combined with speed
- Multi-Tenancy build into our solution through our platform which combines flowbased analytics, filtering
- Manage your customers & redirection with purpose-build in-line distributed scrubbing
centers
e Easy and fast onboarding of 1000s of destinations - Superior "per packet" and "multi stage approach" to reach optimal
mitigation results, capacity and cost-footprint (compared to
e 24/7 Support for adaptive mitigation competitions based on Arbor, Corero and more)
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